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Abstract 
Andrew Ohrt, Resilience Practice Area Lead. West Yost Associates.

The Business of Cybersecurity for Your Organization. Cybersecurity investments not only impact your 
organization’s ability to protect its data, physical systems, and people, but the financial health as well. With the 
recent rollout of the U.S. EPA’s mandatory requirements for cybersecurity, the regulatory environment for public 
water systems is dynamic. This presentation will discuss the new requirements, how an organization can 
understand the benefits of meeting the requirements, and how financial planning may be done to support the 
investment. 
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Water/Wastewater 
Focused
• 215 staff

• Across 19 states
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The New Cybersecurity Rule 
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Big News… 
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More Recent News…
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The General Process

Risk Mitigation 
Plans are 
assigned to 
address gaps 

and deficiencies

Option 1 – PWS/3rd Party Conducts 
the Assessment

Option 2 – State Surveyor 
Conducts the Assessment

Option 3 – Alternate State Program

PWSs must 
address 

significant 
deficiencies & 
the State must 

follow up



WEST YOST

What are Potential Cybersecurity 
Significant Deficiencies?
The EPA considers the absence of a practice or control, or the presence of a 
vulnerability, that has a high risk of being exploited either directly or indirectly, to 
compromise an Operational Technology system as a significant cybersecurity 
deficiency. 
• The following factors helped the EPA the scope for identifying these significant 
deficiencies:

• High risk and history of exploitation in the water sector or other critical infrastructures 
• Technically feasible for most PWSs to address 
• Significant capital expenditures are not typically required 
• Near‐term implementation timeframe (usually less than one year)

• States retain their existing authority and discretion to determine when a 
cybersecurity gap identified during a sanitary survey should be designated as a 
significant deficiency.
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EPA Cybersecurity Significant 
Deficiencies – Areas to Assess
Technical
• Access Security

• Individual accounts
• Least Privilege Principal
• Multi‐Factor Authentication

• Device Security
• Network Segmentation
• Vulnerability Management

• Disaster Recovery 
• Recovery systems in place & tested 

Non‐Technical
• Governance

• Policies
• Supply Chain Service Level 
Agreements (SLA)

• Training
• Cyber 101 basic cyber understanding 
for all employees

• OT‐specific cyber training for 
operations & maintenance

• Incident Response (IR) Plans 
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Resources to Build Compliance
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Risk Mitigation Planning
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So, what are we doing about it? 
• Reaching out to clients – to educate and be educated 
• Updating our cybersecurity assessment scope of work 
template

• Adjusting how we document relevant cybersecurity controls
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Financial Aspects of Cybersecurity
Borrowing and Insurance
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Cybersecurity Risk & Responsibility

Andrew Ohrt

• Cyber Threats are Foreseeable
• Implement Best Practices
• Demonstrate Due Diligence
• Insurance & risk transfer
• Fiduciary Responsibility
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Borrowing Examples – Hypothetical Annual 
Repayment Schedule

Andrew Ohrt

$1,450,000

$1,500,000

$1,550,000

$1,600,000

$1,650,000

$1,700,000

$1,750,000

$1,800,000

$1,850,000

2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035 2036 2037 2038 2039 2040 2041 2042

AAA AA A BBB Below IG/Not Rated

Annual Debt Service on a $22.525 million, 20‐year Bond Sale
Based on Credit Spreads on of Mar. 27, 2023

1
5

~$50,000 /year

~$30,000/year

~$60,000/year

~$120,000/year
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Cyber Insurance 

IT
OT 
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Grant Funding Post Cybersecurity Rule
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Financial Planning for Cybersecurity 
Improvements with Waterworth

Ben MacDonald
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Conclusion
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USET Cybersecurity Incident Response 
Planning Resources
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In Conclusion –

Take 
Action!

Borrowing

Insurance

Compliance 
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WEST YOST Andrew Ohrt



WEST YOST

THANK YOU


