
From: Harris, Anthony (IHS/HQ) <Anthony.Harris@ihs.gov>  
Sent: Wednesday, November 8, 2023 2:25 PM 
To: Bristow, Douglas J (IHS/POR) <douglas.bristow@ihs.gov>; Claw, Lyle J (IHS/AKA) 
<Lyle.Claw@ihs.gov>; Danielson, Jeramiah (IHS/ALB) <Jeramiah.Danielson2@ihs.gov>; Flom, Brad 
(IHS/ABR/SFO) <Bradley.Flom@ihs.gov>; IHS DIS Fed ISSO Team <ihsdisfedissoteam@ihs.gov>; Jojola, 
Bernard (IHS/ALB) <Bernard.Jojola@ihs.gov>; Lackman, Lewis (IHS/PHX) <Lewis.Lackman@ihs.gov>; 
LaFontain, Anthony (IHS/BEM/AO) <Anthony.LaFontain@ihs.gov>; Martell, Alice (IHS/BEM/AO) 
<Alice.Martell@ihs.gov>; McCoy, Scott T (IHS/NAS/AO) <Scott.McCoy@ihs.gov>; Moore, Mary (IHS/DES) 
<Mary.Moore@ihs.gov>; Muschamp, Clint (IHS/BIL/AO) <Clint.Muschamp@ihs.gov>; Rubin, Amy 
(IHS/OKC/AO) <Amy.Rubin@ihs.gov>; Segay, Vanessa (IHS/NAV) <Vanessa.Segay@ihs.gov>; Upton, 
Mickey (IHS/OKC/AO) <Mickey.Upton@ihs.gov>; Weber, Reese (IHS/CAL/AO) 
<Theresa.Weber@ihs.gov> 
Cc: Koshy, Benjamin T (IHS/HQ) <Benjamin.Koshy@ihs.gov>; Ginn, Mike (IHS/HQ) 
<Arnold.Ginn@ihs.gov>; Brummer, Tyler (IHS/HQ) <Tyler.Brummer@ihs.gov>; Hernandez, Amalis 
(IHS/HQ) <Amalis.Hernandez@ihs.gov>; Baker, Kowaine (IHS/HQ) <Kowaine.Baker@ihs.gov> 
Subject: Henry Schein Incident 
Importance: High 
  
All, 
  
For Your Situational Awareness, please read the following statement. 
  
The IHS CSIRT investigated a notification we received on 10/15/2023 that involved Henry Schein, Inc. 
Henry Schein is a contractor for the IHS and has provided support services for the IHS EDR/Dentrix 
systems.  Our investigations did not reveal any tunnel or LAN-to-LAN connections between any Henry 
Schein facilities and the IHS, so the risk of exposure to the ransomware that impacted Henry Schein is 
low.  
  
Compromise of any IHS information in possession by Henry Schein is still being investigated.  Henry 
Schein’s forensics team and Cyber response team are still going over the incident, but so far no customer 
information has been breached. If that should change Henry Schein Will notify our team.   
  
CSIRT continues to monitor the situation.  If a site or facility has concerns or any additional information 
regarding this incident, please contact the IHS CSIRT team at incident@ihs.gov. 
  
Thank you. 
  
V/R 
Anthony Harris, MSCT, CASP 
Division of Information Security (DIS) ISSO 
ISSO Team Lead 
Indian Health Service (IHS) 
5600 Fishers Lane Rockville, MD 20857 
Mobile: 301-346-8628  
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